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1. Introduction 

New inventions of digital era are real boon to the human kind. Information 

technology today has made the life style of human beings very smarter. One 

such technology is Internet of Things (IoT) which is an emerging paradigm 

that integrates an ample number of smart devices and objects interlinking the 

physical and the digital world seamlessly. There are varieties of smart 

applications and services are deployed using Internet of Things. Research and 

Development units of leading IT industries in India and abroad are working 

towards the deployment of IoT oriented projects globally.  By 2020, there will 

be the development of mega city corridors and networked, integrated and 

branded cities. With more than 60 percent of the world population expected 

to live in urban cities by 2025, urbanization as a trend will have diverging 

impacts and influences on future personal lives and mobility. Rapid 

expansion of city borders, driven by increase in population and infrastructure 

development, would force city borders to expand outward and engulf the 

surrounding daughter cities to form mega cities, each with a population of 

more than 10 million. By 2023, there will be 30 mega cities globally, with 55 

percent in India.  

There are good number of research works are carried out in developing IoT 

applications like smart agriculture, security and emergency, smart banking, 

smart surveillances, meteorology, smart health care, smart education, 

government – e services, smart domestic appliances monitoring, smart traffic, 

etc. The existing IoT enabled services and applications have its boundary to a 

single domain or sector. If the user wishes to avail more than one service, may 

need to approach different service providers and it becomes tedious task. No 

prominent research has been carried out so far to integrate IoT based smart 

applications. Hence, it is imperative to design architecture to integrate 

Internet of Things enabled smart services and applications in order to access 
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the smart services at anywhere anytime. This minor research project aims to 

study establishing Internet of Things (IoT) based Information Kendra in 

District Level integrating smart services and applications. This novel and 

unique IoT information Kendra to infer and to process the raw data extracted 

from the various sectors of the smart services environment to facilitate the 

user with the requested service at anytime, anywhere. This model will 

certainly help the Government of India to support and enhance the Digital 

India project. The schemes ‘DIGITAL INDIA’ and ‘SMART CITY’ proposed by 

Government of India has gained its momentum and because of which IoT is 

hot research area increasing popularity for industry, government and 

academia as well. One of the top most initiatives in the form of Digital India 

Program of the Government which aims at ‘transforming India into digital 

empowered society and knowledge economy’ is expected to provide the 

required impetus making use of this minor research project.  

2. Review of the Literature 

The article by [Yulongshen et. al., 2017] have come out a generic IoT 

architecture supporting two DIY namely network DIY for data aggregation and 

application DIY for service cooperation. In order to connect these two, a 

centralized control has been designed to provide standardized interfaces for 

data acquisition, organization and storage and to support elastic and 

supportive computing. It is understood from the article that the Micro Things 

integrate the application environment and the information aggregation 

environment with the logical centralized controller. The controller connects 

the two environments which allow interoperation among applications and 

sensing devices. The article concludes that the micro things consists of data 

aggregation storage, computing and processing and providing standard 

interfaces, and hence the architecture unifies fragmented IoT elements into a 

whole systems, facilitates the control and management of physical devices in 

the physical world and enriches,  the application resources in the cyber world.  

 [Tao Zhong et. al., 2015] have introduced elastic computing framework 

based IoT architecture. It helps to perform simple operations on data and it 

will make the data processing or data transformation. It will achieve the 

capability adaptive deployment of IoT solutions in the form of IoT Applications. 

Elastic Computing Framework (ECF) based architecture proposed in the 
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article facilities the flexible operations in solutions that are built upon 

integration of sensors and actuators of the applications. ECF also enables the 

agility of front end IoT networks to rich analytics obtained from backend 

systems. The article makes it clear that the ECF approach benefits building 

the IoT applications.  

This article by [Dimitrious et. al., 2015] has presented a vision of a future 

IoT system architecture that is driven by service discovery. Every layer of IoT 

service discovery includes on demand discovery and integration of devices, 

cloud storage and computing storage, computing resources as well as existing 

data analysis, visualization and application for developing IoT applications. 

The article makes clear a discovery based IoT solution development 

mechanism which will enable the users to compare applications that access 

and process the IoT data without the need to know either the actual source of 

data, data processing algorithms or infrastructure capabilities.  

 [Francois carrez et.al.,2017] described an architecture for Federating IoT 

infrastructure supporting semantic interoperability, based on Architectural 

Reference Model (ARM) by IoT-A project. The main focus of the architecture is 

on the paradigm of formulating and managing IoT data from heterogeneous 

systems and environments and then components like smart devices, sensors 

and actuators. It also aims at federating large number of test beds across the 

globe to experiment huge number of semantically interoperable data sources. 

Raw-data producers, service providers knowledge producers, experimenters 

are the different stakeholders of the architecture defined. The architecture 

defined in the article substantiates full-fledged IoT application development 

with security enhancements.  

 [Soumya kanti et. al., 2014] have presented their work as IoT architecture 

that permits real time interaction between mobile clients and sensors and 

things using a wireless gateway. The architecture is composed of three layers 

sensing layer containing M2M devices and end points, Gateway API layer and 

application layer. The wireless gateway acts as the backbone of the proposed 

architecture. The devices, things and endpoints register themselves in the 

gateway to be made available to the mobile clients as they are not aware of 

them. The Necessary API for the discovery phase is implemented in the 

gateway which is a unique idea proposed in the architecture. The user is 

enabled with the choice of sensors to receive the measurements which are 
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represented using SenML. The article concluded that the architecture cited is 

useful for integrating sensors, actuators, web services and wireless, gateways 

to deploy IoT M2M services. [Souwmya et. al., 2016] have come out with a 

framework called Data Tweet enabling data centric IoT services. Data Tweet 

creates a ubiquitous consumer data service for transmitting short messages 

for generating actionable intelligence using any computing platforms, to be 

disseminated to consumers. The article is concluded that the proposed 

architecture enables data centric IoT services with the consumer 

interoperability, Data Tweet services and sub systems.  

[Yanuarics et. al., 2012] have explored a new concept of extending the 

functions of IoT objects in order to obtain an integrated and advanced IoT 

infrastructure by composing an IoT architecture. The architecture initiates 

brain neural system of living organisms and creating an intelligent framework 

inspired by human to human interaction as model for machine to machine 

interactions. The proposed IoT architecture is designed to have different 

computation level depend on the type of stimuli triggered by the sensing layer. 

Intelligent process defining the IoT services is centralized on the top of the 

architecture and intelligent process is distributed to each level of entity in the 

IoT infrastructure to acquire flexibility for the business process model of IoT 

implementation.  

Zhao et al. have proposed an application for agriculture called Crop 

Monitoring System using wireless sensor network. The application is designed 

by implementing nodes and building sensor networks. The Crop monitoring 

system has its impact on applications of agriculture IoT. Zhang et al. have 

coined term Traffic Iot (TIoT). The objective of Traffic IoT is to avoid traffic 

concession. The number of wireless sensor networks and sensor enabled 

communications IoT of Traffic is generated. The collected information is 

distributed provided to the user. Compton et al. have put forth smart health 

monitoring application to be used for old age persons, infants and pregnant 

ladies. RFID enables chips are embedded over their bodies to track their vital 

health parameters. QI Ai-qin has proposed an application of Internet of 

Things in Teaching Management System. Basic concepts and key technologies 

of internet of things are introduced as the base of its design and improvement. 

Xu Li et al. have proposed an application called smart community extending 

the smart home application. Using the embedded sensors and actuators are 
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controlled remotely using internet by which variety of monitoring and control 

applications may be feasible. Martin et al. have dealt the usage of Internet of 

Things in field of logistics and health. Using smart mobile phones in 

combination with RFID- or NFC-tagged products provides advantages not only 

for manufacturers, retailers and customers, but also for delivery and anyone 

involved in logistical processes for these products 

The existing research on Internet of Things reveals that there is ample number 

of IoT enabled smart services which work independently. Integrating different 

IoT enabled services for various applications with adequate security is difficult 

task and so far no literature cited on prominent Integration of IoT based smart 

services applications. Hence, this minor research project aims at integrating 

the Internet of Things (IoT) enabled smart services and applications by 

establishing IoT based Information Kendra. 

3. Objectives 

The proposed study aims to design Internet of Things Information Kendra in 

District level to integrate feasible IoT smart applications and services. The 

objectives of the project are as follows: 

 To study the technical nuances of establishing sensor networks in day 

today life of human being 

  To connect variety of devices and objects to Internet of Things 

experimentally 

 To analyze the feasibilities of establishing Internet of Things based 

Information Kendra in District level  

 To design an architecture for IoT based Information Kendra integrating 

IoT enabled smart Services covering the geography of a district  

 To identify the feasible applications to be integrated to the IoT based 

Information to enable smart services to general public at anytime, 

anywhere with any smart devices. 

 

4. Methodology 

The aim of this research project is to establish IoT based Information Kendra 

is to integrate various applications and services to be made available 

anywhere and anytime for the people of rural and urban India. The various 
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means of sensor nodes are to be networked to create smart services 

environment. An architecture is to be designed to integrate IoT based smart 

services and applications by IoT information Kendra. Technical aspects of 

establishing IoT Information Kendra along with necessary mechanisms are to 

be devised. The cloud servers’ support for the IoT information Kendra are to 

be studied.  The feasible applications are to be identified which are more 

benefitting general public. Case studies with few feasible applications in the 

simulated environment are to be examined. Feasibility study is to be made by 

establishing IoT based Information Kendra in district headquarters, so that 

the Information Kendra provide the data or necessary services anytime, 

anywhere and with any registered devices. 

5. Work Completed 

Phase 1: Technical study of sensor devices and sensor networks are done 

Phase 2: An Architecture is proposed to integrate the IoT based Smart Services 

and applications by establishing IoT information Kendra 

Phase 3: Feasible IoT based smart applications and services are identified 

Phase 4: Designed an User Interface (UI) for User and Device Registration 

Phase 5: Test bed has been designed based on the proposed architecture 

Phase 6 : Data Acquisition and Result Analysis  

5.1 Proposed Architecture to Establish IoT Information Kendra  

The proposed Architecture establishing IoT Information Kendra to Integrate 

IoT Enabled Smart Services is envisaged to integrate variety of IoT enabled 

smart services and applications avail the IoT enabled smart services 

anywhere, anytime and any smart device.  

The architecture integrates 1 to N IoT enabled smart services using internet 

as backbone and the smart services and applications are deployed in cloud 

environment known as IoT Information Kendra (IoT_IK) using Smart Gateway 

(SG). Sensors, Smart Readers (SR) and Field Gateway (FG) create IoT enabled 

Smart Services Environment (SSE). User’s device with user interface and IoT 

enabled devices make IoT client. The Smart Gateway acts as the interface 

between the IoT SSE and IoT Client. IoT_IK aggregates the sensed data from 
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the smart service environment and issues the alerts or messages or 

commands to the actuators of IoT enabled devices. The architecture is 

depicted in figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Proposed Architecture 

Sequential Processes in the architecture 

1. User and Device Registration using User Interface (UI) 

2. Inferring raw data from Service Environment 

3. Authentication of Sensor Devices Smart Readers 

4. User, Device Authentication and Service Authorization 

5. Data Aggregation using APIS 

6. Information Dissemination 

7. Data Store 

8. User Alerts/ mails/ messages 
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Major Components of the Proposed Architecture 

The proposed Architecture consists of three major units known as the IoT 

Smart Services Environment, IoT Information Kendra and IoT Client. The 

functions of all the three units are presented below. 

a) IoT Smart Services Environment (SSE) 

IoT Smart Services Environment (SSE) consists of Sensor Devices, Smart 

Readers (SR) and Field Gateway (FG) which are connected appropriately in 

IoT SSE. The raw data are collected for the aggregation of data and thus for 

the deployment of IoT smart services and applications using Application 

Programming Interface Server (APIS). The components of IoT SSE play a vital 

role and the detailed report of each component is given below. The IoT Smart 

Services Environment is depicted in Figure 2 

 

 

 

 

                                   

Figure 2. : IoT Smart Service Environment 

Sensor Devices and Smart Readers 

The sensor devices infer and report the environmental circumstances for 

information processing and deploying smart applications. The sensor devices 

are connected with Smart Reader using short range wireless radio technology 

permitting peer to peer communication of devices for collecting raw data from 

the smart service environment. SR collects the sensed data in the form of 

analog signals or digital signal. In case of analog signal, the SR converts the 

analog signals into digital data. This proposed architecture is experimented 

with three smart services namely Smart Agriculture, Smart Health Care, and 

Smart Traffic for the case study. Soil Moisture sensor and Humidity senor is 

depicted in Figure 3. a and Figure 3. b Soil moisture sensor, Humidity sensor 

and Temperature sensor are the sensing devices used to infer the signals from 

the Smart Agriculture environment and the signals are passed onto SR. The 

electric signals are converted as the electronic signals transmitted by Smart 
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Reader along with devices identity to the FG. Similarly, to obtain data for 

Smart Health Care sensors like heart pulse sensor, blood pressure sensor and 

body temperature sensors attached to human body gather parameters like 

heart pulse, blood pressure, body temperature respectively. The Smart Reader 

collects the data and sends it to the respective FG. Smart Traffic environment 

is connected with Vehicle sound sensor, Vehicle detector, Vehicle speed 

detector which are the few sensors gather raw information from the smart 

traffic environment. The information gathered is sent to the SR along with the 

sensor devices identity and the electronic data is transmitted to the FG located 

at the Traffic environment. The data communication between the constrained 

devices of SSE, FG and IoT_IK using Constrained Application Protocol (CoAP) 

which is suitable for constraint devices and for the constrained networks. 

Arduino Control board performs the role of SR which is depicted in the Figure 

3. c 

 

 

 

    Figure 3.a : Soil Moisture Sensor       Figure 3. b : Humdity Sensor 

 

 

 

 

 

 

                  Figure 3. c : Smart Reader (Arduino Kit) 

Field Gateway (FG) 

The Field Gateway (FG) at the SSE is a special server connected to the SR. 

The details of the sensor nodes and the SR are registered at the time of 

installment for the purpose of sensor devices’ identity. The FG receives data 

from the SSE inferred by the sensor devices. The received data along with the 

control information is transferred via Internet using CoAP to the Smart 
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Gateway located in IoT_IK in an encrypted form. The control information 

consists of the MAC id of FG and the identity details of the Sensor Nodes. 

Each SSE in the Smart Service Cluster Environment will be connected to a 

FG separately which communicates rather transfers the raw data from SSE 

to IoT_IK for data aggregation.  

Smart Service Cluster Environment (SSCE) 

The Smart Service Cluster Environment (SSCE) may comprise of 1 to N IoT 

enabled smart applications and services. Each Smart Service Environment 

(SSE) is connected with a Field Gateway (FG). Service cluster is also known 

as IoT enabled smart services environment. FG establishes communication 

with SG of IoT_IK. The Smart Service Cluster Environment is depicted in 

figure 4. 

 

 

 

 

 

 

 

 

 

 

                                                                                                                       

Figure 4. : Smart Service Cluster Environment (SSCE) 

b) IoT Information Kendra (IoT_IK) 

IoT information Kendra (IoT_IK) is designed for processing and analyzing the 

data based on the applications suitable for the respective smart services. 

IoT_IK comprises of Server Cluster (SC), Application Data Server Cluster 

(ADS), and Smart Gateway (SG). IoT_IK is a cloud based data processing 
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center which suits IoT enabled smart services and applications handling huge 

data 24 x 7 basis. IoT_IK is depicted in figure 5. 

 

 

 

 

 

Figure 5. : Internet of Things Information Kendra (IoT_IK) 

Server Cluster (SC) 

The Service Cluster (SC) in IoT_IK comprises of different servers such as 

Application Programming Interface Server (APIS), Data Management Server 

(DMS), Security Management Server (SMS), Application Data Server (ADS), 

Web Services Server (WSS) and Information Alert Server (IAS). Since the 

volume of data inferred from the SSE is huge; there is a Cluster of ADS to 

accommodate the data processed. All these servers are configured in a cloud 

environment which can be accessed from anywhere, anytime and any 

registered device. The Server Cluster is responsible for data aggregation in a 

secure manner. Each server plays its role over the data aggregation or data 

analytics for realizing the IoT based Smart Applications. Server Cluster is 

depicted in figure 6. 

 

 

 

 

 

Figure 6. : Server Cluster 

Smart Gateway Server (SG) 

The Smart Gateway Server (SG) receives the data from the Field Gateway (FG) 

in an encrypted format. SG will verify all the security credentials of the FG 
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and authenticate the credentials of FG and the IoT devices at SSE before the 

data is transmitted to IoT Information Kendra (IoT_IK) for data aggregation or 

for data processing. SG facilitates the user, smart devices and smart services 

registration and authentication. Accomplishing the verification and 

authentication, SG forwards the data to the APIS for further processing of 

data based on application based algorithms. SG acts as the interface between 

the SSE, IoT client and the IoT_IK 

Application Programming Interface Server (APIS) 

The Application Programming Interface Server will receive the encrypted and 

authenticated data sent from the SGS. The raw data from SGS is decrypted 

at APIS and the data is classified and analyzed using the predefined programs 

and algorithms based on the IoT enabled smart services or applications. The 

APIS will send necessary alerts to the user and the registered IoT smart 

devices, and the related systems. For example, in the Smart Health Care 

System, depending upon the aggregated information, the API server will send 

alerts to the patient, doctor and the emergency system which are registered 

and connected. All the registered smart applications, utilities and tools for 

data analysis are stored and installed appropriately in the APIS. 

Application Data Server (ADS) and Data Management Server (DMS) 

The processed data are periodically uploaded to the Application Data Server 

(ADS). The ADS is responsible for keeping the log of data processed for a 

particular period of time. ADS requests the assistance of Data Management 

Server (DMS) to provide location based details when there is need for users 

alert on an abnormal condition detected.  The DMS analyzes and extracts the 

location based Global Positioning System (GPS) data for the smart devices, 

users and system interconnected for disseminating the message alerts. DMS 

is enabled with GPS location identifier based on the inferred data from the 

SSE. For example, when the health condition of patient is critical, the GPS 

location of the patient will be detected by DMS and an alert message will be 

sent to a Doctor, Emergency Service Alerts and the hospital near the patient’s 

location.  
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Security Management Server (SMS) 

All the information received from the SG and processed by the APIS are 

encrypted using ECC based strong encryption after proper authentication. 

The SMS generates and stores the SSL certificates before and after sending 

the information alert to the user, devices and the connected system. The user 

alerts or messages sent to the user along with ECDSA based certificate which 

ensures the security factors such as integrity and confidentiality. The 

processed data in the form of alerts, messages, mails or triggers for actuators 

for the different smart services are disseminated to the user by the Web 

Service Server (WSS) and Information Alert Server (IAS) which are responsible 

for the presentation of the information. The SMS also maintains the 

authentication, authorization, integrity and confidentiality of the registered 

users, smart devices, FG and the entire smart systems. The ADS maintains 

the log of all the smart operations and transactions performed in the SSE.  

Web Service Server (WSS) and Information Alert Server (IAS) 

The processed information is disseminated to the user in the form of mail or 

message alerts using Information Alert Server (IAS). Web Service Server (WSS) 

is responsible for presentation of processed data for the web based 

applications using Hyper Text Transfer Protocol (HTTP) if there is a need. The 

presentation formatting and content management based on the Users devices 

are carried out by WSS whereas the IAS is responsible for presentation of 

message formatting based on the smart applications and services.  

c) IoT Client 

IoT Client is a hub of users, mobile devices, IoT enabled devices like alarms, 

Smart Watches, Emergency alerts system, IoT connected vehicles, actuators 

etc., There is ample number of user devices and each user device is 

heterogeneous in nature and may be based on the Smart Services. The devices 

may be classified into two which are information devices and special purpose 

devices. Smart Phones and Tablets are the information devices called as 

people sensors collecting input from people and giving information to people. 

The special purpose devices are Smart watches, alert systems, sound alarms, 

switch lights and actuators etc., By the User Registration and Device 

Registration, the user credentials and the device credentials respectively 
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stored at the SG of the IoT_IK. All the users, services and devices are 

registered, authenticated and authorized by the SG. The IoT client is depicted 

in Figure 7.  

 

 

 

 

 

                                             Figure 7. IoT Client 

5.2. Functionality of the Proposed Architecture 

The proposed architecture enables the integration of IoT enabled smart 

services and applications and facilitates the user to avail the IoT services 

securely anytime, anywhere and with registered device. The user establishes 

a connection with Smart Gateway (SG) at Internet of Things Information 

Kendra (IoT_IK) using Hyper Text Transfer Protocol (HTTP) via internet. The 

user with the help of User Interface (UI) at the user’s device requests the SG 

for the secure user and user device registration. The user through UI feeds 

the user details such as name, DoB or age, aadhaar number, mobile number 

and email id. The user device credentials such as MAC id or IMEI and IP 

address are extracted automatically. User is primarily authenticated using 

OAuth at SG by sending a One Time Pin (OTP) to the mobile number entered 

by the user for the primary verification. On successful verification of mobile 

number, User id (U_id) and Device id (D_id) are generated by the SG using 

user and Device credentials. Certificate registry at SG generates the user 

certificate based on ECDSA by encrypting U_id and D_id using ECC. Key pairs 

such as Public Key (PuK) and Private Key (PtK) are also generated using ECC 

cryptosystem. The generated user certificate is stored in certificate registry at 

SG along with PuK. The same user certificate is sent to the user device along 

with PtK for further authentication. 

The sensor devices, objects and Smart Readers (SR) at at Smart Service 

Environment (SSE) are registered with the corresponding Field Gateway (FG) 

of SSE. The sensed raw data by the sensor devices are read by Smart Reader 

IoT Client (IoT Enabled Users & Devices) 

User 

  Interface  
Emergency Alert Traffic Alert 

Smart Watch 

For Health Monitor 
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(SR) and the same is sent further to the FG. A network communication is 

established between FG and SG of IoT_IK using Constrained Application 

Protocol (CoAP). FG using the UI, requests SG for service registration. The 

service credentials such as service name, service type, IoT Devices id allocated 

by FG, MAC id and IP address of FG are used to generate S_id and IoTD_id 

after fundamental authentication using Oauth at SG. Certificate registry at 

SG generates a service certificate using S_id and IoTD_id along with PuK and 

PtK generated using ECC. The service certificate generated is stored in the 

certificate registry along with its PuK. The same certificate is sent to FG along 

with PtK. 

The raw sensed data from SSE are sent by FG along with the corresponding 

service certificate is sent to SG using CoAP over the established connection 

between FG and SG. The service is authenticated securely at SG using 

credentials in service certificate with the stored credentials at certificate 

registry. The PuK at SG and PtK are sent by FG are used to decrypt the data 

in the certificate. On successful authentication, the sensed data are sent by 

FG are further sent to Application Programming Interface Server (APIS) for 

data analysis. 

The sensed data is received at APIS at a fixed time interval after the secure 

authentication of services. APIS aggregates and processes the data based on 

the service using the respective algorithms. Data Management Server (DMS) 

supports the APIS with the GPS information and other information related the 

SSE. Web Service Server (WSS) helps the APIS with web based services on 

demand to supplement data processing. The processed data are stored at 

Application Data Server (ADS) regularly. If the processed data reaches a 

threshold state based on the algorithm, the data is to be sent to the IoT client 

as alerts or messages. Information Alerts Server (IAS) facilitates APIS for 

message formatting based on the IoT client. The Security Management Server 

helps encrypting the alert information with the help of ECC cryptosystem. The 

encrypted form of alerts and messages to IoT client are sent with PuK from 

SG. The PuK is sent along with the message or alert and the PtK with the user 

or IoT client will decrypt the data. Hence, only the appropriate user or IoT 

client will receive the alerts or messages securely.  
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When the user requests SG at IoT_IK for a service using UI at the user’s device, 

the service certificate is sent along with the PtK, SG will validate the 

credentials in the certificate decrypted by respective PuK. The secure user and 

device authentication is carried by matching the credentials of the certificate 

and the credentials stored at certificate registry. On successful 

authentication, the user request is further sent to APIS for the requested data. 

APIS in turn processes the request and with the help of other servers of 

Service Cluster (SC) at IoT_IK. SG establishes a secure communication 

between IoT_IK and IoT client or the user device using HTTP. The requested 

service information is sent to the user or to the IoT client through SG. The 

service information in an encrypted form with PuK is sent to the user’s device. 

The user device with the help of PtK decrypts the data. So, it is possible only 

for the appropriate user device to receive the requested service information 

securely. 

6.  Data Acquisition  

Data acquisition from Service Environment (Smart Agriculture) is achieved in 

simulated experimental setup with the help of Arduino Uno Rev3 by making 

use of Soil moisture sensor module, Temperature Sensor, and Humidity 

Sensor Module. Open source Arduino Software is used for flashing the 

program into micro controller. The data from the service environment 

is inferred using Parallax Data Acquisition Tool. The soil moisture, 

Humidity and Temperature data acquisitioned in excel sheet for the 

interval of 5 seconds. The data inferred are given below in figures 8.1, 

8.2, 8.3, 8.4, 8.5, 8.6.  

 

 

 

 

 

               Figure. 8.1: Experimental setup for data acquisition  
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Figure 8.2: Arduino Software Development Kit 

 

 

 

 

 

 

 

 

 

                                                                                                                             

Figure. 8.3: Record set acquisitioned for Temperature, Humidity and soil moisture 
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8.4: Temperature record set inferred 

 

 

 

 

 

8.5: Humidity record set inferred 

 

 

 

 

 

                                                                                                                             

8.6: Soil Moisture record set inferred 

7. Result Analysis 

Performance Analysis on User and Device Registration  

The user and device registration is carried out securely making use of the 

security algorithm proposed for the same. The user and device registration is 
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done using User Interface depicted in figure 9. User credentials such as Name, 

age, aadhaar number, mobile number and email id are fed into SG using UI. 

The device credentials such as IP address and MAC id are automatically 

extracted from the device used by the IoT client. U_id and D_id are generated 

by SG and a self-singed certificate using ECDSA is created. The registered 

information is encrypted using ECC using the key generated by ECDSA. 

Among thousand parallel requests, 200 requests were chosen and analyzed 

with the interval of 20 requests. The response time taken and memory 

consumed for secure user and device registration for the obtained sample 

graphically represented in Figure 10. and Figure 11. respectively.  

 

 

 

 

 

 

 

                                                                                                                             

9: User Interface for user and user device registration 

                                                              

 

 

 

 

 

                Figure 10: Response time                                 Figure 11: Memory Consumed  
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Table 1. Response time and Memory consumed for User and Device Registration 

 

Smart Service based Response Analysis    

Analysis is carried out based on the smart services such as Smart Agriculture, 

Smart Health and Smart Traffic. The analysis is made for 1000 requests for 

every smart service. Table 2. presents the factors bandwidth utilized, packet 

drops and success rate.  

Table 2. Analysis based on Smart Services 

Services 
No. of 

requests 

Packet Drops 

(%) 

Bandwidth Utilized 

(Mbps) 

Success Rate 

(%) 

Smart Agriculture 1000 0.7 19.53125 99.3 

Smart Health 1000 0.2 39.0625 99.8 

Smart Traffic 1000 1.2 76.5625 98.8 

                                                                                                                                 

Table 2. states that the packet drops for the service data transferred based on 

the request with regard to Smart Agriculture is less compared to the other two 

smart services. It is because of the lesser bandwidth utilized to carry the data 

relevant to the service requests to Smart Agriculture. Smart Traffic utilizes 

the bandwidth of 76.56 Mbps which is the highest of all the services. Smart 

Agriculture records high success rate of 99.3 %, whereas the Smart Health 

records 99.8% and the Smart Traffic records the lowest of 98.8% because of 

the various factors in the corresponding SSE. 

8. Feasible Applications 

The feasible and potential applications which could be incorporated in the 

proposed architecture for establishing IoT Information Kendra are listed below 

 Smart Agriculture 

 Smart Parking 

Response Timing 

for Parallel 

Requests for the 

Functions 

No. of Parallel 

Requests 

20 40 60 80 100 120 140 160 180 200 

Time Taken in 

Seconds 

 

0.464

3 

 

0.71786 

 

1.04643 

 

1.6643 

 

3.44643 

 

3.84643 

 

4.69976 

 

5.69976 

 

6.69643 

 

7.69643 

Memory 

consumed in KB 92 118 180 325 420 800 1067 1500 2258 2810 
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 Smart Health Monitoring 

 Smart Traffic Control 

 Smart Crowd Control 

 Smart Home 

 Smart City 

 Smart Metering 

 Smart Emergency Alerts 

 Smart Fire/ Gas Detection 

 Smart Toilets 

 Smart Transport / Logistics 

 Smart Garbage Collection 

 Smart Pollution Control 

 Smart Library  

 Smart Attendance 

9. Social Contribution 

As the leading IT industries across the globe are investing huge money in the 

field of IoT, there may be potential need for the proposed architecture to 

deploy many IoT enabled smart services by integrating them using IoT 

Information Kendra. Therefore a service provider may give variety of IoT 

enabled services to the users which benefit both the service provider as well 

as the user. The research out comes lead to apprehend its potential 

advantages for building sustainable and innovative smart cities. The Indian 

Government is envisioned to make many Indian cities into smart cities. The 

proposed architecture may be suitable for the Smart city projects. The 

Government may establish IoT_IK in District or Taluk level to host IoT enabled 

heterogeneous services to the general public. So, the proposed architecture 

will be of great use to the Government, IT industries and general public for 

availing and providing IoT smart services anywhere, any time. The life style of 

rural India will become more smarter by exposing people in villages to the IoT 

smart services and applications in their own day today activities.  

10. Conclusion and Further Work to be done: 

This minor research project has come out with the feasibility of integrating 

the different sectors under a smart services environment duly supported by 

IoT Information Kendra. The outcomes of the minor research project i.e, the 

architecture for integrating the IoT Smart Services will have its significant 

contribution towards scientific and social development. A revolution in 
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making human life smarter is possible with the help of this research outcomes 

with the other related technological advancements. The proposed IoT 

information Kendra will serve general public with many services if they are 

established in each district or region. This IoT Information Kendra will 

facilitate the registered users to avail any of its IoT enabled services and 

applications at anytime, anywhere and using any device across the globe. By 

integrating IoT enabled smart services and applications, millions of devices 

and objects connected to the environment, for sensing, inferring and 

interacting with each other to facilitate intangible benefits to the society at 

large. This research has brought out some feasible applications in each 

domain. The deployment of this proposed IoT based Smart Environment will 

be difficult but at the same time it has numerous benefits to the society in 

near future.  

Each smart service will be extremely diverse and heterogeneous with regard 

to the communication technologies and resource capabilities may complicate 

the deployment of integrated IoT enabled services. As the IoT based smart 

environment has enormous benefits the number of challenges and issues are 

many and they have to be addressed properly. In particular, the security 

issues are to be addressed in future work. 
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Abstract: Internet of Things plays a significant role in the 

digital era, as it is to be the game changer in the IT industry. IoT 

facilitates users with ample number of smart applications and 

services by connecting billions of devices and objects both physical 

and virtual. The available IoT based smart services and the 

applications have its boundaries around a single domain or 

sector. It becomes tedious when the user wishes to avail different 

smart services and applications; the user has to request different 

service providers in various locations for their services. So, it is 

essential to integrate the IoT enabled services or applications for 

the user to avail anytime, anywhere and in any device. Security 

issues are more and different while integrating the IoT smart 

services by connecting variety of devices and objects. The 

envisaged security issues must be addressed in the effort of 

integrating IoT enabled smart applications and services. This 

paper proposes a novel secured architecture for integrated IoT 

enabled smart services and applications. The architecture 

proposed, addresses the integration of IoT enabled services and 

end to end security using ECC which enables the user to avail IoT 

services anywhere and anytime.  

 
Keywords : Internet of Things(IoT), IoT Smart Services, IoT 

Security, IoT Security architecture.  

I. INTRODUCTION 

Internet of Things (IoT) refers to uniquely identifiable 

objects and virtual representations of the objects in the 

globally established structure like Internet. The term IoT is 

used to denote the connectivity of objects, devices, systems 

and services that goes beyond Machine to Machine 

Communications (M2M) and covers of variety of domains, 

protocols and applications. [1]. IoT is an integrated part of 

future internet, which could be defined as, dynamic global 

network infrastructure with self-configuring capabilities 

based on interoperable communication protocols and 

standards. Using these protocols, virtual and physical things 

and object have identities, physical attributes which are 

connected to internet for processing and to exchange data for 

communication [2]. In general, IoT is referred to a network of 

objects using sensors and other related hardware which 

includes RFID tags, sensors and GPS which can achieve 

intelligent identification, tracing, and management by data 

exchange using communication technologies [3].  

 IoT objects and devices play an important role in business, 

and society, where they interact and communicate among 
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themselves by exchanging data from environment. They also 

react real world events and influence the running processes 

that trigger variety of actions and services without or with 

human interventions [2]. IoT will foster the development of a 

number of applications using home appliances, , monitoring 

sensors, actuators, displays, surveillance cameras vehicles, 

and many more which make use of the variety of data 

generated by those objects inorder to provide new services to 

citizens, business concerns, and to public 

administrations.[5][6]. The identification, positioning, 

tracking, monitoring are done intelligently and they are put 

into applications in various domains [7]. Nowadays IoT has 

become popular by some of its applications like smart traffic 

system, electric meter reading, and logistics tracking ect., 

Different focus groups of Melbourne city have identified 

Health care, transport, emergency services, defense, crowd 

monitoring, water quality checking are some of the potential 

applications of IoT [1]. Existing Internet of Things enabled 

smart services and the applications under research and 

development are bound around a single sector or domain. If 

anyone wishes to avail different smart services or 

applications, the user has to request different service 

providers in different locations. Hence, it becomes essential 

to integrate Internet of Things enabled smart services and 

applications. 

When several objects and things communicate to each other 

by wireless techniques, there are many security issues such as 

confidentiality, authenticity, integrity of data inferred from 

things and human, privacy issue also arise [8]. RFID and 

sensors are passive and may be easily read by intruders. 

Enabling encryption protocols and for key storage in the 

devices with low energy and have no enough power become 

difficult task. Since all devices have IP address, they can be 

hacked easily. The access management and device 

authentication and is also difficult. To ensure confidentiality, 

a large number of standard encryption techniques are 

available. But still, the important challenge is to make 

encryption techniques work faster and less energy consuming. 

Also, an efficient key distribution scheme should be 

employed for encryption techniques. Standards need to be 

devised, to support a wide range of applications in order to 

address common requirements of industrial sectors, needs of 

the environment, society at large and the individual citizens 

[9]. So, it is essential to address these security issues of IoT 

environment and to put forth proper remedies from an 

integrated perspective. User and device authentication, 

services authentication, and information security between IoT 

infrastructure and core network are the various levels which 

are focused in this research.  
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The discussed security practices could be envisaged through a 

Secured Architecture for Integrated Internet of Things (IoT) 

Enabled Smart Services 

II.  REVIEW LITERATURE 

The review is carried out with the perspective of IoT Smart 

Applications and Services, Integration of Smart applications 

and services, and Security aspects of Integrated Internet of 

things Smart Services environment. 

A. Internet of Things Smart Services  

Zhao et al. [10] have proposed an application for 

agriculture called Crop Monitoring System using wireless 

sensor network. The application is designed by implementing 

nodes and building sensor networks. The Crop monitoring 

system has its impact on applications of agriculture IoT. 

Zhang et al. [11] has coined term Traffic Iot (TIoT). The 

objective of Traffic IoT is to avoid traffic concession. The 

number of wireless sensor networks and sensor enabled 

communications generate IoT of Traffic. The collected 

information is distributed provided to the user. Compton et al. 

(2009) [12] have put forth smart health monitoring 

application to be used for old aged, children and pregnant 

ladies. RFID enables chips, which are embedded into their 

bodies to continuously trace the vital health parameters. 

Nearby health centers will be alerted during the unusual 

happenings. RFID chips implanted in patients are used to get 

the medical history of patients and to track the health 

condition. Sensor technology helps in emergency response 

and in health care monitoring application. 

QI Ai-qin [13] has proposed an application of IoT in 

Teaching Management System. Key technologies of IoT are 

introduced as the base for its design and improvement. The 

study states clearly that the proposed application scheme 

than the conventional teaching management system. RFID 

and sensor technology are used for automating the processes 

of the Departments in the College and for the managerial 

decision making. The proposal solves the access faults of 

RFID tag and system security issues by mutual 

authentication method. Xu Li et al. [14] have proposed an 

application called smart community extending the smart 

home application. Controlling applications and monitoring 

may be feasible via the embedded sensors and actuators, 

which are remotely controlled remotely in internet. The 

sensors infer and keep log of user activities, predict their 

future behavior, and prepare everything one step ahead 

according to the user’s preference or needs, giving the most 
convenience, efficiency, and security. From the above 

literature it is clear that the RFID and sensor devices are not 

equipped with the proper encryption techniques and hence 

there is no proper authentication of devices.  

Tanmay et al. [15] has proposed to integrate the available 

methodology with latest technologies such as IoT and 

Wireless Sensor Networks (WSN) for smart agriculture. A 

newly designed, tested, analyzed an IoT enabled device 

which is capable of analyzing the sensed data and 

disseminating the processed data to the farmers. Identification 

of threats to crops and delivering real time notification based 

on data processing and analytics.. Martin et al. [16] have dealt 

the usage of IoT in health and logistics domains. Sensor based 

quality control in logistics is also discussed. Iuliana et al. [17] 

have come out with healthcare monitoring system for patients 

at risk in intensive care units. The system alerts in real time 

about the change in vital parameters and the movements of the 

patients and also the preventive measures to the doctors or to 

the medical assistants. Hong Fong et al. [18] have developed 

IoT device for traffic management system which collects the 

traffic flow in real time and communicate to the Microsoft 

Azure IoT cloud server. The proposed system was 

implemented on road with BS infrastructure based sensor 

network using two major systems such as electronic system 

and software system. The first is comprised of sensors, traffic 

lights and communication between microprocessor whereas 

the later includes green light calculation algorithm, cloud 

server, control system and traffic monitoring application. The 

above cited research includes both sensor based networks and 

conventional networks. It has been understood from all the 

above cited references Security is the major concern in 

accessing the IoT enabled services. Hence, It has been further 

studied the security aspects of Integrated IoT enabled Smart 

Services 

B. Security aspects of Integrated Internet of Things 

Smart Services 

CISCO [19] has proposed a IoT security framework which 

consists of four components which are network enforced 

policy, secure analytics for visibility control, authentication 

and authorization. The authentication layer identifies the 

information of IoT entity using X.509 certificates by 

establishing trusted relation on identifying the device and 

connecting the same with IoT infrastructure. The 

authorization layer controls the access of a device. Only with 

authorization after authentication establishes a trust 

relationship between IoT devices to exchange data. The 

network enforced policy layer consists of the elements 

which route the traffic securely. The fourth layer defines the 

services by which all elements in the network infrastructure 

may participate to provide visibility. It is observed that the 

sensor devices do not have enough memory to store the 

certificate or they do not have necessary CPU power to 

execute the cryptographic operations for the certificate 

validation. 

Bing Zhang et al., [20] have proposed IoT security 

architecture which consists of perception layer, network 

layer and application layer. A cryptographic algorithm and 

protocol are developed light in order to improve physical 

protection of nodes, secured routing and nodes 

authentication. The network layer and core layer security are 

focused to solve security threats and vulnerabilities. 

Application layer ensures privacy and protection from 

unwanted access of data. Lan Li [21] deals with the security 

mechanisms for the sensor network. It is said that, to 

construct a complete security framework by integrating 

different security mechanisms together is necessary to 

construct secured sensor network. Using the security 

framework, secured routing, key 

distribution, encryption 

mechanisms and intrusion 

detection will facilitate the 
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integrated security for IoT enabled smart services 

environment. Don Chen [22] proposes a novel four layered 

security architecture. Data perception layer emphasizes 

security measures such as secure routing, intrusion detection 

and key management. Data integrity and encryption, access 

security and entity authentication are dealt in network access 

layer. Kai zhao et al., [23] state that an effective 

authentication technique should be developed to prevent 

illegal user interventions, as several applications will have a 

users at large. It is essential to encrypt RFID signal using the 

appropriate algorithm to ensure data security of RFID 

system. This research claims that lighter cryptographic 

technology can realize confidentiality, integrity and 

authenticity of RFID system as the RFID devices are with 

less computational capabilities. 

A white paper by Wind River system [24] on IoT security 

deals with a generic IoT topology. Digital signatures are 

used on the authorized device to ensure integrity and 

authenticity. Devices based access control mechanism is 

extended to network based access control that the 

information is available to only the area of authorized 

network. Device authentication for the embedded devices is 

carried out before the authorization as the machine 

authentication allows devices to access based on the 

credentials in the secure storage. Roman et al., [25] deal with 

network security. From the article it us understood that the 

heterogeneity of the devices will affect the network. The 

constrained devices with low bandwidth standard establish 

communication with more powerful devices such as mobile 

phones using IEEE 802.15.4. It is learnt that the optimal 

cryptography algorithm and secure key management system 

to secure the established communication channel. 

Bandyopadhyay et al., [26] put forth two major challenges in 

IoT environment such as privacy and confidentiality. Many 

standard encryption mechanisms are available to ensure 

confidentiality. But, the encryption algorithms need to be 

faster and less energy consuming. Efficient key distribution 

scheme should be formulated. 

Akram et al., [27] stated that the interaction with 

heterogeneous devices, the user need to authenticate only 

once using single sign on (SSO) mechanism. It is put forth to 

adapt existing SSO mechanism or devising new mechanism 

that is suitable for IoT environment. Though the above 

literature brings forth security mechanism like digital 

signature based authenticity, embedded device 

authentication and cryptographic mechanism for 

confidentiality, there is a greater possibilities of failures in 

the cited security mechanisms as the sensor devices used are 

with less energy for sustaining longer computation and with 

less space for storage for the cryptographic techniques. Tsao 

et al., [28] suggest that the security threats and attacks in IoT 

infrastructure particularly in physical and network layer 

have to be protected by enabling confidentiality, 

authentication, availability, access control and integrity.  

The existing research on Internet of Things reveals that there 

is ample number of IoT enabled smart services which work 

independently. Integrating different IoT enabled services for 

various applications with adequate security is difficult task 

and so far no literature cited on Integration of IoT services. 

Hence, this research article proposes an architecture which 

integrates the Internet of Things (IoT) enabled smart 

services and applications. It is clear from the cited literature, 

IoT infrastructure for integrated smart services environment 

need to be secured by ensuring user and device 

authentication, confidentiality, integrity and integrity. 

Authors have tried out the IoT based services and Security 

through RSA which is with lot of limitations like long key 

size, more computational time and less  energy efficient. 

Daisy et al., [29] propose a security framework using 

Elliptic Curve Cryptography (ECC) for IoT enabled 

services. Ankita et al., [30] have said that ECC is used 

widely in constrained devices with lesser memory storage. 

Moncef et al., [31] have said that ECC is computationally 

more efficient than RSA and security level by RSA with 

1024 bit key is feasibly achieved with 160 bit key using 

ECC. Elliptic Curve Cryptography is technique to address 

end to end security concerns in the deployment of IoT 

enabled Smart Services. The review of literature exposes 

that, there is no integrated architecture to avail the IoT 

enabled Smart Services for smart applications. Hence a 

novel and unique end to end secured architecture for 

Integrated IoT enabled Smart Services is proposed. 

III. PROPOSED ARCHITECTURE 

Architecture for Integrating IoT enabled Smart Services  

The proposed Architecture for Integrated Internet of 

Things (IoT) enabled Smart Applications and Services 

consists of three major units known as the IoT Smart Services 

Environment, IoT Information Kendra and IoT Client. 

A. IoT Smart Services Environment  

Senor devices, Smart Readers and Field Gateway are 

connected appropriately in IoT Smart Services Environment 

 Sensor Devices and Smart Readers  

The sensor devices measure and report the environmental 

circumstances for information processing and deploying 

smart applications. The sensor devices are connected with 

Smart reader using short range wireless radio technology 

permitting peer to peer communication of devices or GPRS 

protocols for collecting raw data from the smart service 

environment. This proposed architecture is experimented 

with three smart services namely Smart Agriculture, Smart 

Health Care, and Smart Traffic for the case study. 

Soil moisture sensor, Humidity sensor and Temperature 

sensor are the sensing devices used to infer the signals from 

the Smart Agriculture environment and the signals are passed 

onto Smart Reader (SR). The electric signals are converted as 

the electronic signals transmitted by Smart Reader along with 

devices identity to the Field Gateway. Similarly, to obtain 

data for Smart Health Care sensors like  
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heart pulse sensor, blood pressure sensor and body 

temperature sensors attached to human body gather 

parameters like heart pulse, Blood pressure, body temperature 

respectively. The Smart Reader collects the data and sends it 

to the related Field Gateway. Smart Traffic environment is 

designed with Vehicle sound sensor, Vehicle detector, 

Vehicle smoke detector are the few sensors gather raw 

information from the smart traffic environment. The 

information gathered is sent to the Smart Reader along with 

the sensor       devices identity and the electronic  

data is transmitted to the Field Gateway located at the Traffic 

environment. 

 Field Gateway  

The Field Gateway (FG) connected at the smart services 

environment is a special server loaded with the smart 

services applications. The server receives data from the 

smart environment and transmit the data to the Smart 

Gateway located in IoT Information Kendra in an encrypted 

form using Elliptic Curve Cryptography (ECC). 

B. IoT Information Kendra 

IoT information Kendra is designed for processing and 

analyzing the data based on the applications suitable for the 

respective smart services. IoT Information Kendra is 

designed with different servers like Smart Gateway Server 

(SGS), Application Programming Interface Server (API 

Server), Data Management Server (DMS), Security 

Management Server (SMS), Data Server (DS), Web 

Services Server (WSS) and Information Alert Server (IAS). 

All these servers are configured in a cloud environment. 

 Smart Gateway Server (SGS) 

The Smart Gateway Server receives the data from the Field 

Gateway in an encrypted format. SGS will verify all the  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

security credentials of the Field Gateway and authenticated. 

This will ensure the user, smart devices and smart services 

registration and authentication. After completing the 

verification and authentication, it will forward the data to the 

API server for further processing of data. 

 Application Programming Interface Server                        

(API Server)  

The API Server will receive the encrypted and authenticated 

data from the SGS and classify and analysis the data based 

on the smart services. The API server will send necessary 

alerts to the user and the registered IoT smart devices, and 

the related systems. For example, in the Smart Health Care 

System, depending upon the data, the API server will send 

alerts to the patient, doctor and the emergency system which 

are registered and connected. The processed data are 

frequently uploaded to the Data Server (DS). All the 

registered smart applications, utilities and tools are stored in 

the API server. Data Management Server (DMS) will 

provide the location based GPS data for the smart devices, 

users and system interconnected. 

 Security Management Server (SMS) 

All the information received from the Smart Gateway Sever 

and processed by the API server are encrypted with ECC 

based strong encryption by the SMS server before and after 

sending the information alert to the user, devices and the 

connected system. Strong 

authentication and certification is 

also provided by the SMS.  
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The SMS is responsible for encryption, decryption of 

processed information. The processed data in the form of 

alerts, messages, mails or triggers for actuators for the 

different smart services are disseminated to the user by the 

Web Service Server (WSS) and Information Alert Server 

(IAS) which are responsible for the presentation of the 

information. The SMS also maintains the authentication, 

authorization, integrity and confidentiality of the registered 

users, smart devices, Field Gateway and the entire smart 

systems. The Data Server (DS) maintains the log of all the 

smart operations and transactions performed in the smart 

service environment. The proposed architecture for 

integrating IoT enabled smart services is depicted in Figure 1 

C. IoT Client 

IoT Client is a hub of users, mobile devices, IoT enabled 

devices like alarms, Smart Watches, Emergency alerts 

system, IoT connected vehicles, actuators ect. There is 

ample number of user devices and each user device may vary 

and may be based on the Smart Services. The devices may 

be classified into two. They may be information devices and 

special purpose devices. Smart Phones, Laptops and Tablets 

are the information devices which are mainly acting as 

proxies towards people. These are called people sensors 

collecting input from people and giving information to 

people. The special purpose devices are Smart watches, alert 

systems, sound alarms, switch lights and actuators etc., By 

the User Registration and Device Registration, the user 

credentials and the device credentials respectively stored at 

the SGS of the IoT_IK. All the users, services and devices 

are registered, authenticated and authorized by the Smart 

Gateway Server 

Secured Architecture for Integrated Internet of Things 

Enabled Smart Services 

The research puts forth a stronger security for the proposed 

architecture in three levels such as IoT Client Level, IoT 

Smart Services Environment Level and IoT Data Transaction 

and Data Processing Level. The three levels of security are 

corroborated with multilevel authentication using Elliptic 

Curve Cryptography. The Secured Architecture for Integrated 

Internet of Things Enabled Smart Services Environment is 

depicted in figure 2. 

A. IoT Client and User Device Level 

The security requirements for IoT user and the devices are 

confidentiality, authentication, privacy and integration. To 

make the security requirements feasible user and user devices 

credentials are registered with Smart Gateway (SG) at IoT 

Data Processing Centre (IoT_IK). ECDSA based Digital 

Certificates for the devices are generated, stored and verified 

at Smart Gateway (SG) during user and device authentication 

to ensure integrity and confidentiality of the data. To ensure 

privacy of the users, the device authentication is carried out. 

B. IoT Smart Services Environmental Level 

The sensor devices (SD) at the services Environment (SE) / 

Field are identified with a device ID each. The devices’ IDs 
are stored with Field Gateway (FG). The sensed data or 

signals from the devices are received by Smart Reader (SR) is 

sent along with devices ID and X.509 digital certificate. The 

device authentication at Field Gateway ensures data 

collection from appropriate devices. The Field Gateway 

transmits the collected data to the Smart Gateway (SG) along 

with MAC ID and IP address of the FG guarantees services 

authorization.  

C. IoT Information Kendra Level 

IoT data processing centre named as IoT Information Kendra 

which plays a significant role in processing of Data for the 

appropriate application and services. Smart Gateway (SG) at 

IoT information Kendra which an intelligent node which is 

responsible for secured data transaction between IoT 

Information Kendra, Services Environment and IoT Clients 

and their devices. Security Management Server (SMS) 

enables the encryption of processed data and public key 

generation. 

D. Security Requirements  

Security requirements are considered with the perspective of 

confidentiality, integrity, mutual authentication and 

availability. Mutual authentication is essential between the 

user, device and services. Mutual authentication should 

ensure the registered user with registered mobile devices use 

the appropriate service authenticated. Confidentiality is also a 

major concern because there may be ample no. of devices and 

objects of different services dispersed geographically. There 

is a possibility of intruders accessing the sensor devices in an 

unauthorized manner to infer the information. The security 

architecture should ensure the information is prevented from 

the unauthorized access. Integrity is also equally important 

like the other concerns. The security architecture should make 

sure of protecting the information or data from the 

unauthorized change. It should also guarantee the availability 

of data to the right person and to the right device. 

 Secure User and Device Registration 

In the User and Device Registration phase the information of 

the user and the user devices are to be registered with the 

Smart Gateway of IoT Information Kendra, the data 

processing centre. The information required for user 

registration is Name, Date of Birth (DoB), Aadhar Number, 

Address, Mobile number and E-mail. In addition to that the 

user creates user name and password. Meanwhile the device 

details like MAC ID and IMEI number are extracted from the 

user’s device automatically from which the registration is 
carried out. Upon the receiving the request for registration, 

the Smart Gateway will send an OTP to verify the user and the 

device. Once the device is verified a user certificate is 

generated and the user and device details are stored in an 

encrypted form using ECC. The key pairs used for encryption 

and decryption are also generated during the registration. The 

Smart Gateway at IoT Information Kendra chooses a 

non-singular Elliptic Curve Ep (a,b) over the finite field 

GF(p) where ‘p’ is a prime number and greater than 2^160. It 
selects a generator point ‘G’ on Elliptic curve Ep (a,b) as e1 
where e1=(x1,y1) and a prime factor ‘N’ which is largest 
prime number where NG=0 and N<p. The smart  
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Gateway randomly chooses a private key pairs where pairs < 

N and computes e2 =Pairs.e1 where e2 Ԑ Ep(a,b) and 

computes the public key ‘ppk’ as  Ep (a.b), e1,e2. The public 
key along with ‘G’ generator point is at the Smart Gateway 
whereas the private key ‘ptk’ is with the user device for the 
authentication 

 Secure User and Device Authentication 

The proposed security architecture enables the registered the 

user gets authenticated with the user device registered. Once 

the registered user, log on using the user name and password 

which are sent along with the appropriate User and device 

certificate generated during the registration phase. The Smart 

Gateway (SG) extracts the user information and validates the 

user. If there is match of the details extracted and stored, then 

the device authentication is followed, else the process will be 

terminated after three attempts.  On successful authentication 

of user, the device is validated using the device information 

like device_id and U_id are extracted from the device 

certificate. Once device credentials are validated, the user 

device is authenticated. If there is a match of user credentials 

extracted and the stored credentials of corresponding device, 

the device is authenticated. The mobile app “IoT Information 
Kendra” is activated and the list of smart services are loaded 

on the user’s mobile device. The user may choose the IoT 

enabled smart services and avail information the user wants. If 

there is mismatch of the credentials the communication will  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

be terminated and the message is communicated to the user 

device. 

 Secure Service, IoT Device Registration and 

Authentication  

The IoT enabled smart services need to be registered with the 

Smart Gateway (SG) using the Field Gateway (FG). On 

registration of service name and type of service a service id is 

generated. MAC address and IP address of the Field Gateway 

is also stored when the service registration is done. Each 

sensor device in the smart service environment is assigned an 

id which is registered with the Field Gateway (FG). A new 

service certificate x.509 with the credentials embedded is 

generated using an algorithm based on Elliptic Curve Digital 

Signature Algorithm. The generated service certificate is 

stored with Smart Gateway (SG). Service Authentication 

performed, when the sensor data is collected at Field Gateway 

(FG) and transmitted to IoT Information Kendra via Smart 

Gateway (SG). The Smart Gateway receives the encrypted 

data along with the service certificate and the credentials 

extracted from service certificate are validated with service 

certificate stored at the Smart Gateway (SG).  
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If the credentials stored and received are matched then the 

data from the service environment is sent to IoT Information 

Kendra for data processing. If the credentials extracted from 

the service certificate mismatched with stored service 

credentials, the Smart Gateway (SG) will cease the data 

entering into the IoT information Kendra for data processing.  

 Secure Data Transmission between Field Gateway 

(FG) and Smart Gateway (SG) 

The proposed architecture establishes connection between the 

Field Gateway and the Smart Gateway after successful 

authentication between them with the exchange X.509 digital 

certificate via Transport Layer Security protocol. The Field 

Gateway (FG) request a connection with Smart Gateway (SG) 

sends its public using ECC based service certificate X.509. 

The Smart Gateway checks the authenticity of the certificate. 

If the signature on the Smart Gateway’s certificate matches, 
then the Field Gateway can be trusted. The session keys are 

securely exchanged between the FG and SG. The sensor data 

from the smart service environment can be transmitted 

securely over this channel.  

 Information Security at IoT Information Kendra 

The inferred data from the sensor device after service 

authentication, is sent to the the Application Programming 

Interface (API) and a data log is stored with Data 

Management Server (DMS). API processes the inferred raw 

data from the smart service environment based on the 

application. The processed information is transmitted with 

key paris generated by the Security Management Server 

(SMS). The secured processed information from API is sent 

to the Data Server (DS) for storage. The Web Service Server 

(WSS) and Mail/Message Server (MS) take care of the 

presentation of the data using HTTP and SMTP protocols 

respectively.  

 Secure Data Transmission between Smart Gateway 

(SG) and the User Device 

The processed data from IoT Information Kendra (IoT_IK) is 

encrypted at the Security Management Server (SMS) and 

transmitted to the user device via Smart Gateway. The SG 

looks for its appropriate device and user certificate based on 

the control information along with processed data. Once the 

appropriate the user certificate credentials matched the IoT 

device credentials, SG routes the data to the appropriate user 

using the MAC Id of the user device registered. The data is 

decrypted at the user device using the private key. The data 

received by the user device may be alerts, messages or mails. 

In some cases like smart health care the alert messages from 

IoT Information Kendra reaches the emergency alerts system 

or a physician making use of the Geographical information 

supported by DMS. 

IV. SECURITY ALGORITHMS 

The necessary security algorithms based on ECDSA are 

devised to make the proposed system more secured. They are 

secure user and deice registration, secure user and Device 

authentication, Smart Services Registration, Smart Services 

verification for posting the data, Encryption and Decryption 

at the user device. These various levels of security will 

enhance the proposed architecture secured end to end. The 

different levels of authentication and proper cryptographic 

techniques using ECC enable all the tasks such as data 

processing and data transaction secured between the users, 

services environment and the IoT Information Kendra. The 

security algorithms are tested and the performance analysis 

has been carried out and presented.  

V. RESULTS AND PERFORMANCE ANALYSIS 

The focus of the experimental study is carried out to test the 

functionality of the proposed architecture in tune with the 

algorithms devised. The real time data collection at the service 

environment is recorded and the results are tabulated. It is also 

to measure the time taken with respect to user authentication, 

device authentication, service authentication, hit ratio, system 

throughput, request response time in terms of encryption and 

decryption. The performance of the proposed architecture is 

carried out in a lab environment keeping the discussed criteria 

as the base. The results simulated are tabulated and presented 

graphically. 

A. Experimental Setup 

A test bed in a lab environment is created as the 

experimental setup for the proposed architecture. The 

experimental setup involves hardware and software to analyze 

the performance of the proposed architecture. 

 Hardware/Software Requirements:  

 The test bed for the proposed system comprises of of 

different components like Generic K000007 the Arduino Kit, 

security gateway, TLS environment and in the cloud 

platform. Servers with varied configuration are used as smart 

gateways, security gateway and cloud servers (Amazon 

m4.Large – instance) 

 Software Requirements:  

The software required for the proposed architecture are 

IoT Mobile based User Interface, Android development tool 

kit, open-source Arduino Software (IDE), Parallax Data 

Acquisition tool, and Elliptic Curve Cryptography package, 

Open SSL Toolkit and Matlab Tool and Amazon Cloud 

Services with its AWS. 

B. Data Acquisition from Service Environment 

Data acquisition from Service Environment is achieved in 

Smart Agriculture Environment making use of Soil Moisture 

Sensor Module, Temperature Sensor TMP 45, Humidity 

Sensor Module SU-HS- 220 and a Generic K000007 the 

Arduino Kit. This open source Arduino Software is used for 

flashing the program into the control board. The data from 

sensors located in the smart agriculture environment is 

extracted using Parallax Data Acquisition Tool. The Soil 

moisture, Humidity and Temperature data acquisitioned in 

excel sheet. The results are given below in Figures 

3,4,5,6,7,8 
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C. Performance analysis 

 Ping Response Time:  
 To analyze the ping response time for the proposed 

system using ECC, the sample data set for the parallel 

requesters ranges from 1 to 200 were taken with the increase 

of 20 requesters. The ping response time graph for ECC is 

presented in figure 9.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Arduino Generic Kit with Sensors 

attached 

Figure 4. Arduino Development Kit 

1.8.2attached 

Figure 5. Record Set acquisitioned for Temperature, 

Humidity and Soil Moisture  

 

Figure 9. Ping Response time for the 

security functions 1.8.2attached 
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Response Timing for Processing:  

Analysis is carried out to find the response timing for 

processing User and Device Registration, user and device 

authentication, Service Registration, Services authentication 

separately for the response timing for ECC. Time taken for 

the encryption of the user credentials and device credentials 

encryption and verification of decrypted values are 

measured in milliseconds. The results are furnished in the 

graph (Figure 10). 

 

Security Functions using 

ECC 

Response 

Timing 

User and Device Registration 0.03474 

User and Device authentication 0.04723 

Service Registration 0.04834 

Service Authentication 0.03725 

 

 

 

 

 System Throughput:  

The performance test is conducted to estimate the system 

throughput. It represents the quantum of work, the proposed 

system does at a stipulated time. Overall system throughput is  

depicted in figure 11. The system throughput is analyzed for 

different loads on the server with 10 to 120 service requests. 

Sample tests have been done with 10, 20, 30, 40, 50, 60, 70, 80, 

90, 100, 110 and 120 services requesters, requesting for the 

service in the proposed system. 

 

 

 

 

 

 

 

 

 

 

 

 

 

VI CONCLUSION 

 

In this paper, a unique architecture namely A Secured 

Architecture for Integrated Internet of Things (IoT) Enabled 

Smart Services has been developed and tested with Generic 

K000007 the Arduino Kit. The Architecture is fully secured 

and the end to end security is authenticated with Elliptic Curve 

Cryptography (ECC). Performance test has been carried out in 

the field level and the processing level and the results are 

tabulated. This architecture will be helpful for the common 

public if implemented in reality. Further, it has to be expanded 

in diversified areas so as to establish an Integrated Smart city in 

a secured manner. 

 

 

 

 

 

 

 

Response Timing 

for Parallel 

Requests for the 

Functions 

No. of Parallel Requests 

20 40 60 80 100 120 140 160 180 200 

User and Device 

Registration 

 

0.4643 
 

0.71786 
 

1.04643 
 

1.6643 
 

3.44643 
 

3.84643 
 

4.69976 
 

5.69976 
 

6.69643 
 

7.69643 

User and Device 

Authentication 

 

0.4731 
 

0.74731 
 

1.04731 
 

2.0731 
 

3.74731 
 

4.94731 
 

6.30731 
 

8.30731 
 

15.12231 
 

15.12231 

Service 

Registration 

 

0.5144 
 

0.88858 
 

1.05144 
 

2.9144 
 

4.35144 
 

5.15144 
 

7.52477 
 

9.52477 
 

17.97644 
 

17.97644 

Service 

Authentication 

 

0.4823 
 

0.84823 
 

1.04823 
 

2.20823 
 

3.83823 
 

3.98823 
 

5.71490 
 

6.71490 
 

7.49323 
 

8.49323 

Table 1. Response time for various security functions for parallel requests 

 

Table 2. Average Response Timing for security 

functions using ECC 

 

Figure 10. Response Time Processing 

 

Figure 11: Overall System Throughput 
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Abstract. Internet of Things (IoT) is rapidly emerging paradigm connecting 

things such as objects and smart devices to deploy smart applications using 

hetrogenious technologies.  Security is the significant challenge in IoT. The 

security challanges are numerous when wide variety of IoT based smart 

applications integrated. This article proposes a end to end secured 

architecture for integrating IoT enabled smart applications and services 

through Internet of Things Information Kendra (IoT_IK). The proposed 

architecture ensures multilevel security using Elliptic Curve Cryptography.  

Keywords: Internet of Things (IoT), IoT Information Kendra (IoT_IK), 

Elliptic Curve Cryptography, IoT Security Architecture. 

1 Introduction  

Internet of Things(IoT) is a convergence of devices, things and objects using 

sensor devices and related hardware for intelligent identification and tracing by 

data exchange using commmunication techniques[1]. IoT is so popular today 

because of some potential applications such as smart health, smart agriculture, 

smart traffic, crowd monitoring, smart city projects etc.,[2]. The existing IoT 

based applications and services are bound to single domain or a sector. The user 

needs to request different service providers geographically diversed to access 

these services. It is vital to integrate the various IoT based smart services and 

applications.  

Security issues at large arise when a millions of obejects, devices and things 

commuincate using wireless technology in an integrated environment for 

deploying various smart applications and services. Any leakage of information 

from any of the IoT devices/sensors could severely damage the privacy and 



2  

authenticity of the users and data. Even if the wireless technologies are secured by 

their own, their integration generates new security requirements. The creation of 

end-to-end secure channels could be one of the steps in the creation of security 

integration in IoT architecture [3]. Confidentiality and Integirty are few other 

major security concerns need to be addressed. Security solutions for IoT 

environmnet are entirely different from the conventional techniques as IoT is a 

network of tiney devices. So, energy effcient encryption and decryption 

techniques are to be used. It becomes essential to mitigate the security threats of 

IoT smart applications and services in an integrated environment. Proper remedis 

in an integrated perspective are devised envisaging a multilevel security 

architecture for integrated IoT based smart services and applications.   

2  Related Work  

Fugen Li et. al., have proposed a heterogeneous encrypting home works online / 

offline to establish secure data communications over  sensor node of IoT and 

internet host. It is concluded that the proposed method provides solution for 

security issues when integrating WSNs into the Internet as part of the IoT[4]. 

Xuanzia Yao et. al., have put forth a scheme of lightweight multicast 

authentication mechanism for small scale IoT applications. Other security 

concerns like privacy, authorization and integrity are not addressed in the 

article[5]. R. Shadid et. al., have designed a light weight scheme for secure 

constrained application protocols (CoAP) by compressing the header of Datagram 

Transport Protocol Security (DTLS) messages. The different types of security 

attacks have not be addressed when constrained devices are connected by 

CoAP[6]. Sherin. P. et. al., have proposed a multilevel authentication system for 

smart home applications. The proposed system facilitates various security 

properties such as data confidentiality, integrity, forward security, privacy 

preservation and mutual authentication [7].  B. Vaidya et. al., have come out with 

a secure device authentication mechanism for smart energy home applications. 

This system does not provide enough information to prove that it is beter than 

other authentication mechanism and how it is secure against attacks. Hence, it is 

essential to improve the authentication scheme which should satisfy the security 

factors like data confidentiality and integrity[8]. Xu Xiaohui  has explored the 

various security mechanisms in Internet of Things such as safety certification and 

control technology supported with equipment authentication mechanisms[9]. 

Q.Wen et. al., have presented a technique for ID authentication at sensor nodes of 

IoT. It is a dynamic variable cipher which is deployed using a pre-shared metrics 

between the communication parties. . In the work presented, the insulation of pre-

shared metric needs to be secured for the work and it should be implemented for a 

large number of IoT devices. Only then the presented work can be applicable for 

the real time deployment of IoT based application where dynamic variable cipher 

security certificate is applied[10].  
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P.N. Mahalle et. al., have dealt with identity authentication and capability based 

Access Control (IACAC) for the Internet of Things. The authors have attempted to 

match integrated protocol with both authentication and access control capabilities 

to realize mutual identity implementation in IoT[11]. R. Mahmoud et. al., have 

explored the challenges in IoT security with the prospective measure. They have 

presented the security issues and mitigations to be taken in each layer of IoT. 

Confidentially, integrity, availability and authentication are these security 

measures which must be lightweight and heterogeneous in nature[12]. Prem et. al., 

have proposed a novel technique for privacy preservation of IoT and introduced a 

preserving privacy in IoT architecture. The authors have implemented the 

proposed system which is proved to be an efficient system ensuring IoT data 

privacy. As like privacy the other security concerns like confidentiality 

authentication, integration are not addressed[13]. Don Chen et. al., have presented 

a secure architecture for Internet of Things to analyze the security challenge and 

threats[14]. Qi Jing et. al., have explored security problems of each layer of IoT 

architecture and have put forth solutions[15]. Quardeng et. al., have analyzed the 

security issues of the layers in IoT architecture such as perception layer, Network 

layer and Application layer. The authors have presented the construction of secure 

IoT and the secure strategies for fixing the security threats existing [16]. K. Jaswal 

et. al., have proposed a security securing Internet of Things. The article has listed 

various IoT protocol used, security challenges in IoT systems, Network layers of 

IoT architecture, and IoT security threats[17]. A White paper on security in 

Internet of Things by Wind River System  has explored the security constraints in 

the IoT environment[18]. The literature has revealed that there are many IoT ena-

bled applications and services work independently. There is no literature cited the 

integration of IoT smart services into architecture with end to end security.  

Hence, a novel architecture integrating Internet of Things (IoT) enabled smart 

applications and applications is proposed in the paper. From the related work, it is 

clear that integrated IoT enabled smart services and applications to be secured by 

ensuring user authentication, device authentication, confidentiality, integrity and 

Data security. Many researchers have attempted to give adequate security using 

RSA which are bound to be with limitations such as lengthy key size, much time 

for computation and less energy efficiency. Daisy et. al., have dealt with a security 

framework based on Elliptic Curve Cryptography (ECC) for IoT services. It is 

proposed that ECC is applied in constrained devices with less memory storage. 

ECC is more efficient computationally than RSA and so, the security level 

achieved by RSA with 1024 bit key can be achieved with 160 bit key using 

ECC[19]. It is a security mechanism to address security concerns end to end while 

deploying or implementing of IoT Smart Services. The literature cited reveal that 

there is no integrated architecture exists to avail IoT enabled smart applications 
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and services. A unique and novel end to end secured architecture for Integrated 

IoT enabled Smart Services is proposed and tested.  

3  Proposed Security Architecture  

The proposed secured architecture integrating Internet of Things smart services 

and applications is designed with end-to-end strong multilevel security factors 

such as confidentiality, mutual authentication, integrity and privacy. The user au-

thentication, device authentication process and service authentication process at 

SG of IoT_IK ensure the mutual authentication and other security factors with 

support of the security algorithms. The security support for proposed architecture 

is enhanced by adopting various security mechanisms by incorporating ECDSA 

based certificate, Elliptic Curve Cryptosystems.  

The three different level security are adopted with multilevel authentication using 

ECC. The security architecture proposed with the various security processes are 

depicted in Figure 1. The proposed security architecture which ensures stronger 

security for the integrated IoT smart applications and services. The security 

processes at levels at the proposed architecture such as secure user registration and 

device registration, secure user authentication and device authentication, secure 

service registration and secure service authorization which are subsequently 

explained in detail. 

3.1  Major Componets   

The proposed Architecture comprises of three units such as IoT Smart Services 

Environment (IoT SSE), IoT Information Kendra(IoT_IK) and IoT Client. IoT 

Smart Services Environment consists of Sensor Devices (SD), Smart Readers (SR) 

and Field Gateway (FG) are connected appropriately in IoT SSE. IoT information 

Kendra(IoT_IK) is designed for data aggregation and data analysis  appropriately 

with respective applications. IoT_IK comprises of Server Cluster (SC), 

Application Data Server Cluster (ADS), and Smart Gateway (SG). The Service 

Cluster (SC) in IoT_IK comprises of different servers such as Application 

Programming Interface Server (APIS), Security Management Server(SMS), 

Application Data Server (ADS), Data Management Server (DMS), Web Services 

Server (WSS) and Information Alert Server (IAS). IoT Clients are mobile devices, 

IoT emebeded alarms, Emergency alerts system, Smart Watches,  IoT connected 

vehicles, actuators etc., 
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Fig. 1. Proposed End to End Security Architecture 

3.2  Functionality of the security architecture  

The proposed architecture enables the integration of IoT smart applications and 

smart services which facilitate the user to access the IoT services securely any-

time, anywhere and with registered device. The user establishes a connection with 

Smart Gateway(SG) at Internet of Things Information Kendra (IoT_IK) using Hy-

per Text Transfer Protocol (HTTP) via internet. The user with the help of User In-
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terface (UI) at the user’s device requests the SG for the secure user authentication 

and user device registration. The user through UI feeds the user details such as 

name, DoB or age, aadhaar number, mobile number and email id. The user device 

credentials such as MAC id or IMEI and IP address are extracted automatically. 

User is primarily authenticated using OAuth at SG by sending a One Time Pin 

(OTP) to the mobile number entered by the user for the primary verification. On 

successful verification of mobile number, User id (U_id) and Device id (D_id) are 

generated by the SG using user and Device credentials. Certificate registry at SG 

generates the user certificate based on ECDSA by encrypting U_id and D_id using 

ECC. Key pairs such as Public Key (PuK) and Private Key (PtK) are also generat-

ed using ECC cryptosystem. The generated user certificate is stored in certificate 

registry at SG along with PuK. The same user certificate is sent to the user device 

along with PtK for further authentication. 

The sensor devices, objects and Smart Readers (SR) at at Smart Service Environ-

ment (SSE) are registered with corresponding Field Gateway (FG) of SSE. The in-

ferred raw data by the sensor devices are read by Smart Reader (SR) and the same 

is sent further to the FG. A network communication is established between FG and 

SG of IoT_IK using Constrained Application Protocol (CoAP). FG using the UI, 

requests SG for service registration. The service credentials such as service name, 

service type, IoT Devices id allocated by FG, MAC id and IP address of FG are 

used to generate S_id and IoTD_id after fundamental authentication using Oauth 

at SG. Certificate registry at SG generates a service certificate using S_id and 

IoTD_id along with PuK and PtK generated using ECC. The service certificate 

generated is stored in the certificate registry along with its PuK. The same certifi-

cate is sent to FG along with PtK. 

The raw sensed data from SSE are sent by FG along with the corresponding ser-

vice certificate is sent to SG using CoAP over the established connection between 

FG and SG. The service is authenticated securely at SG using credentials in ser-

vice certificate with the stored credentials at certificate registry. The PuK at SG 

and PtK are sent by FG are used to decrypt the data in the certificate. On success-

ful authentication, the sensed data are sent by FG are further sent to Application 

Programming Interface Server (APIS) for data analysis. The sensed data is re-

ceived at APIS at a fixed time interval after the secure authentication of services. 

APIS aggregates and processes the data based on the service using the respective 

algorithms. Data Management Server (DMS) supports the APIS with the GPS in-

formation and other information related the SSE. Web Service Server (WSS) helps 

the APIS with web based services on demand to supplement data processing. The 

processed data are stored at Application Data Server (ADS) regularly. If the pro-

cessed data reaches a threshold state based on the algorithm, the data is to be sent 

to the IoT client as alerts or messages. Information Alerts Server (IAS) facilitates 

APIS for message formatting based on the IoT client. The Security Management 
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Server helps encrypting the alert information with the help of ECC cryptosystem. 

The encrypted form of alerts and messages to IoT client are sent with PuK from 

SG. The PuK is sent along with the message or alert and the PtK with the user or 

IoT client will decrypt the data. Hence, only the appropriate user or IoT client will 

receive the alerts or messages securely.  

When the user requests SG at IoT_IK for a service using UI at the user’s device, 
the service certificate is sent along with the PtK, SG will validate the credentials 

in the certificate decrypted by respective PuK. The secure user and device 

authentication is carried by matching the credentials of the certificate and the 

credentials stored at certificate registry. On successful authentication, the user 

request is further sent to APIS for the requested data. APIS in turn processes the 

request and with the help of other servers of Service Cluster (SC) at IoT_IK. SG 

establishes a secure communication between IoT_IK and IoT client or the user 

device using HTTP. The requested service information is sent to the user or to the 

IoT client through SG. The service information in an encrypted form with PuK is 

sent to the user devices. The user device with the help of PtK decrypts the data. 

So, it is possible only for the appropriate user device to receive the requested 

service information securely.  Figure 2 illustrates the funcional components of the 

proposed secured architecture. 

 

 

 

 

 

 

                                                                                                                                      

Fig. 2. Functional Components of the Proposed Architecture 
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3.3  Multilevel security at the proposed architecture  

The research proposes a stronger security for the proposed architecture in different 

levels such as Client, IoT Smart Services Environment(IoT_SSE) and IoT Data 

Transaction and Processing. 

3.3.1. a. IoT Client and  Device Level  

The registered IoT Client and IoT devices used are authenticated and authorized at 

the Client level security with the help of ECDSA certificate and message 

exchange using ECC. All the data transferred from the SSE Level to the Client 

level through the IoT_IK are encrypted and decrypted with ECC. Digital 

certificates are also used to authenticate registered IoT devices to ensure integrity 

and confidentiality of the information. User authentication is carried out to assure 

users’ privacy. Only the registered user may avail the authorized service using the 

registered device. So, there is no possibility of unauthorized access of service and 

it is not feasible for the unauthorized service to communicate the user. 

3.3.2. IoT Smart Services Environment Level  

All the smart devices and sensors connected in a SSE are to be registered and 

authenticated in the FG by obtaining their IoTD_id (Device id), and MAC ID. The 

FG receives the information from the IoT devices and encrypt the information and 

establishes a secure communication using CoAP with the  SG of IoT_IK using 

digital certificate. The SG verifies the credentials in digital certificate generated 

during the registration process and receives the encrypted data for further analysis. 

This phase ensures that only the registered IoT devices may send raw data and 

through which confidentiality is achieved. It is not feasible for the intruders to 

access the IoT devices as like FG.  

3.3.3. Internet of Things Information Kendra Level  

The Smart Gateway establishes secure communication using HTTP with the 

APIS using mutual authentication and forwards the encrypted data to APIS for 

data aggregation and analysis of information. The APIS decrypts the information 

and processes the data based on the algorithms according to the services and 

applications. The APIS then establishes a communication with IAS through the 

SMS for sending messages or alerts to the registered users and the smart devices. 

Service authentication process assures integrity and thus there is no chance of 

authorized service providers to influence the actual data inferred from SSE. The 

messages or alerts are sent to the appropriate user who requested the service, 

based on the user credentials in the certificate attached.  
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3.4.   Secure Data Communication between FG and SG 

The proposed architecture lays a secure connection between the FG and SG after 

successful authentication using the X.509 digital certificate via Secure Socket 

Layer (SSL) protocol. CoAP Protocol is responsible for the secure data 

communication between FG and SG. FG requests a connection with SG by 

sending PtK and ECDSA service certificate X.509. SG checks the authenticity of 

the certificate using the corresponding PuK and other stored credentials of FG. If 

the authentication is successful, the FG can be trusted and further data transaction 

is permitted. The session keys are exchanged securely between the SG and FG. 

The sensor data from the IoT SSE can be securely transmitted over the established 

channel. The raw data or the inferred information from SSE via FG are taken to 

Application Programming Interface Server (APIS) of IoT_IK for data aggregation 

via SG. The data transaction between FG and SG take place securely by service 

authentication i.e., by verifiying the credentials stored in the certicate of the 

respective service. If the credentials in the certificate and the credentials of service 

fetching raw data from the FG match the data fetched from service environment, is 

taken to APIS securely 

3.5.   Architecture level Secure Data Processing 

The user registered with a registered smart mobile device using the UI requests for 

any service to SG at IoT_IK. The request from the user is sent using HTTP along 

with the user and device certificate which consists of the user and device 

credentials. Use and user device certificate authentication at SG based on OAuth 

authentication method is carried out with the credentials extracted from certificate 

registry. If the credentials extracted from service registry and the credentials with 

certificate match, the user and device are authenticated successfully. On successful 

authentication, user request is further sent from SG to APIS for the necessary 

action rather process.  Similarly the raw data from SSE are sent through FG to SG 

at IoT_IK for data aggregation. The raw data is attached with the service 

certificate which comprises of service credentials and credentials of SG along with 

PtK. The CoAP protocol is used for data communication between SSE, FG and 

SG. If the credentials with the service certificate, PtK and the credentials extracted 

from certificate registry for the corresponding SSE match, the service is then 

authenticated. On successful authentication, the raw data fetched from SSE is 

forwarded to APIS by SG for further action. The communication channel from 

SSE to SG through FG and the communication channel from the user to SG are 

secured using the proper security mechanism proposed in the architecture. The 

process of secure data communication at the architecture is depicted in Figure 3. 
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Fig. 3. Secure Data communication at Architecture level 

4  Experimental Study  

A Test Bed has been designed using an experimental setup for the proposed work. 

Secure user registration, device registration, secure service registration, secure 

user and device authentication and secure service authentication are performed to 

ensure the end to end security of the proposed architecture. The performance 

analysis on Ping Response Time, System Throughput and latency analysis 

guarantee that the proposed architecture functions efficiently with the enhanced 

performance.  

4.1  Performance Anlaysis of Security functions 

Ping response time for the proposed architecture using ECC cryptosystem and 

Self signed ECDSA certificate is generated over SSL with regard to each security 

functions such as User Registration, Device Registration, Service Registration, 

User and Device Authentication and Service Authentication with the inferred data 

set for the simultaneous requests ranges from 20 to 200 were tested with the in-

crease of 20 requests. Response time for various security functions for parallel re-

quests are tabulated in Table 1. and the response time taken for the security func-

tions are graphically represented in Figure 4. 

4.2.  Analysis on Overall System Throughput  

Performance analysis is done to compute overall System Throughput which is the 

total work done by the proposed system at given time. Table 2 presents the ob-

tained overall system throughput for the system model based on the proposed ar-
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chitecture. An analysis is made of system throughput for 1000 to 10000 parallel 

service accesses with the increase of 1000 requests. Time taken and bandwidth 

utilized are presented in the table. According to the obtained results given in the 

table, the time taken increase gradually when the service requests or access in-

creases. It takes 261.600 seconds for 10000 service accesses /requests to complete 

all the operations of the proposed architecture. Band width utilized for the service 

accesses or requests proportionately increase. It takes 29 Mbps for 1000 service 

accesses on an average. It is proved from the results given in the table that the 

failed requests are very minimum i.e., it is only 0.15% on an average for every 

1000 service requests. Figure. 5. Illustrates the overall system throughput for the 

proposed system based on the architecture. 

 Table 1. Response Time for various security functions for the parallel requests 

 

Fig. 4. Response time taken for Parallel requests 
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Table 2. Overall System Throughput 

The overall performance of the proposed architecture proves to be efficient and 

secured based on the different performance tests conducted. Performance analysis 

results of various security functions ensure the secure communication between 

user and the IoT_IK. Similarly the data communication between FG at SSE and 

SG of IoT_IK and the communication between SG and IoT client take place 

securely. The time taken for various security processes and the time taken for 

accomplishing the service requests are very less. The failure rate rather failed 

service requests are very minimal. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No. of parallel 

requests 

Time Taken 

in seconds 

Bandwidth Utilized 

(Mbps) 

Failed Requests 

(%) 

1000 2.943 29.30 0.20 

2000 11.005 58.59 0.15 

3000 25.645 87.89 0.13 

4000 42.245 117.19 0.15 

5000 68.426 146.48 0.14 

6000 98.130 175.78 0.18 

7000 128.582 205.08 0.17 

8000 173.254 234.38 0.16 

9000 215.623 263.67 0.19 

10000 261.600 292.97 0.20 
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Fig. 5. Overall System throughput 

5. Conclusion 

Secured architecture integrating Internet of Things (IoT) enabled smart services is 

proposed to actualize the vision of availing IoT based smart services and applica-

tions by integrating heterogeneous devices and objects in diverse environment     

anytime, anywhere and in any device in a secured  manner.  This proposed archi-

tecture is adaptable and unique for the users to have secure access over diversified 

IoT smart applications and smart services. The proposed novel IoT Information 

Kendra (IoT_IK) will certainly help the government to provide smart services may 

benefit a billion of general public particularly people live in rural areas if it is es-

tablished in every mandal or divisions. The proposed system will be a means of 

achieving Digital India mission of the Union government of India. 
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